Security of large scale densely deployed and infrastructureless wireless networks of resource limited sensor nodes requires efficient key distribution and management mechanisms. Key management is an important area of research in Wireless Sensor Networks (WSN), because resource constraints make security protocols difficult to be implemented. Key predistribution, a new combinatorial scheme for key distribution that makes use of finite plane. This gives rise to a new type of combinatorial design. Which involves preloading keys in sensor nodes, has been considered as the best solution when sensor nodes are battery powered and have to work unattended.
Introduction
Wireless sensor networks consist of many tiny sensing devices, with very limited memory and power, and are scattered randomly in large numbers over a target area. The networks are used for both military and civilian purposes like monitoring seismic activities, ocean-water temperature, military surveillance, smoke detection, wild fire detection in forests, to name only a few. These sensor nodes communicate via radio waves within a certain range called Radio Frequency range. Sensor nodes work in a self organized way and are prone to adversarial attacks. So, secure communication is very important for many applications. Cryptographic keys can be established between two parties in many ways.
The conventional way using protocols like Kerberos [1] is expensive for sensor networks, which are resource constrained. The other method using public keys is being explored [2] , [3] but not preferred because of costly operations involved. Key predistribution is a method to preload cryptographic keys in sensor nodes, even before they are deployed in the area of operation. It is a symmetric key approach, where two communicating nodes share a common secret key. The sender encrypts the message using the secret key and the receiver decrypts using the same key.
Key predistribution consists of three main algorithms: 1) Key assignment by a central authority before deployment 2) Shared-key discovery by a pair of nodes, after deployment and 3) Path-key establishment, establishing a path-key to communicate, when nodes do not have a common key.
Motivation
Wireless Sensor Network, consists of large number of sensor nodes having the capability of wireless communication, limited computation and sensing. WSN was initially developed for military and disaster rescue purposes but because of the availability of ISM band (2.4 GHz), the technology is now emerging in public applications. The salient features in Wireless Sensor Network makes it different from other network; self-organize, low power, low memory and low bandwidth for communication, large-scale nodes, self-configurable, wireless and infrastructure-less.
Therefore, WSN design must encounter these features in order to provide a reliable network. However each sensor node is equipped with its own sensor, processor and radio transceiver, so it has the ability of sensing, data processing and communicating with each other.
Past researches on sensor network routing have been focused on efficiency and effectiveness of data dissemination. Current routing protocols in sensor networks are susceptible to sinkhole attacks. This is because these protocols were not designed having security threats in mind. It has been proposed that a secure routing protocol against sinkhole attacks based on mobile agents in mobile wireless sensor networks.
The proposed protocol does not require encryption and authentication mechanisms. Moreover, it provides another route against such an attack. Recently, a critical component of research in the networking area has been Wireless Sensor Networks (WSNs). Numerous civilian and military applications are possible with wireless sensor networks. Towards this extent, a vast amount of theory in the realm of sensor deployment, data dissemination, sensor mobility, localization, tracking, security etc. have been developed by researchers.
Existing System
The existing system focus on randomized key distribution in which keys are assigned randomly from a large key pool and preloaded in the sensors. It was widely believed that randomized key distribution works better than deterministic key predistribution during adversarial attack but only with marginal factor.
Problem Identification
Key management is an important area of research in Wireless Sensor Networks (WSN), because resource constraints make security protocols difficult to be implemented. Key predistribution, using a new combinatorial scheme for key distribution that makes use of finite plane in Zq, where q is a prime number. A group of four points in a finite plane represent a node and the lines passing through these points represent the keys. This gives rise to a new type of combinatorial design. Which involves preloading keys in sensor nodes, has been considered as the best solution when sensor nodes are battery powered and have to work unattended.
Proposed System
To address the above problem and enhance connectivity and security, a deterministic key predistribution scheme in WSN is proposed, in which sensor nodes are deployed randomly. This scheme relies on affine planes for key predistribution. This scheme offers a better security to node compromise, than other deterministic predistribution schemes. It has the same storage requirements as other predistribution schemes for large networks of thousands of nodes.
It can be shown that this scheme performs better than non deterministic schemes when communication overheads are considered. In this paper it is proposed a new combinatorial scheme for key distribution that makes use of finite plane in Zq, where q is a prime number. A group of four points in a finite plane represent a node and the lines passing through these points represent the keys. This gives rise to a new type of combinatorial design. Then studying and comparing the connectivity and security of the proposed scheme with respect to existing schemes.
Studying the security of such a network in terms of two parameters. One of the parameters considers the proportion of nodes disconnected when a certain number of nodes are compromised. The other parameter considers the proportion of links broken under node compromise. The proposed design results in much better connectivity and resiliency compared to other schemes and shows that the connectivity and security results outperform all these schemes.
Key Predistribution.
Key predistribution is a method to preload cryptographic keys in sensor nodes, even before they are deployed in the area of operation. It is a symmetric key approach, where two communicating nodes share a common secret key. The sender encrypts the message using the secret key and the receiver decrypts using the same key.
Key predistribution algorithms are classified into two groups:
1) Deterministic key predistribution where the key assignment follows certain pattern and 2) Randomized key distribution, in which keys are assigned randomly from a large key pool and preloaded in the sensors. It was widely believed that randomized key predistribution results in high security during adversarial attacks. However, Xu et al [4] showed that randomized scheme perform only marginally better than deterministic schemes. The supporters of deterministic approach [5] , [6] point out that the patterns used in key assignment, makes it simpler to find the common keys during the shared-key discovery phase. A deterministic design using combinatorial structures called affine planes. Several deterministic schemes have been proposed in literature. Chan and Perrig [7] proposed PIKE. Combinatorial designs have been used in a number of designs like [8] , [9] , [10] , [11] , [12] , [6] . A new combinatorial scheme for key distribution that makes use of finite plane in Zq, where q is a prime number. A group of four points in a finite plane represent a node and the lines passing through these points represent the keys. This gives rise to a new type of combinatorial design.
The comparative study of the connectivity and security of the scheme is given with respect to existing schemes. The security of such a network is in terms of two parameters. One of the parameters considers the proportion of nodes disconnected when a certain number of nodes are compromised. The other parameter considers the proportion of links broken under node compromise. It can be shown that proposed design's results is much better in connectivity and resiliency compared to [8] , [10] , [12] , [13] .
Performance Metrics
These sections explain about the key Predistribution using finite affine plane and are evaluated by simulation. It illustrates the advantages of the scheme along with combinatorial design. To make a performance evaluation, several measurable metrics are defined.
Proportion of Nodes Disconnected
V (s) is defined as the proportion of nodes disconnected, when s nodes are compromised as given by the Eq 10.1. That is, if N is the total number of nodes in the network as in 
Proportion of Link Exposed

Simulation Setup
The simulations experiments of wireless sensor networks and the performance evaluation of key predistribution using finite affine plane and compare them with non affine or random key distribution has been done. In this special topology, a node can only communicate with its direct neighbors. We can manually position both source and destination in the deployment area. The node with maximum number of nodes is selected as group leader. The group leader then sends the packet based on AODV algorithm. The same simulation is repeated for deploying N number of nodes. The average values of the performance metrics are calculated.
Simulation Results.
When comparing this scheme with non-deterministic schemes as shown in the figure 1.2, it can be seen that this scheme requires computation of O(1), to calculate the shared keys, whereas non-deterministic schemes require O(k log k) (k is the number of keys per node) as in table 1.2. The communication expense is O(logN) in this scheme, whereas it is O(k log v) in case of non-deterministic schemes. This is because the proposed scheme broadcasts only the node identifier, whereas the probabilistic schemes have to share key identifiers. Comparing the security of this scheme with the basic scheme of random key distribution. It can seen from Table 1 .3 that the connectivity of the networks under different schemes. N represents the size of the network and k represents the number of keys. It is observed that, this scheme is highly secure compared to all of those schemes discussed earlier. This scheme requires more memory in this example. However for networks which deploy huge number of sensors, this scheme has O(logN) keys, which is the same as all the other schemes. 
Conclusion
In this paper it is discussed a new key predistribution technique using combinatorial strategy. Key predistribution, which involves preloading keys in sensor nodes, has been considered as the best solution when sensor nodes are battery powered and have to work unattended. In deterministic key predistribution scheme in WSN, in which sensor nodes are deployed randomly. This scheme relies on affine planes for key predistribution. It offers a better security to node compromise, than other deterministic predistribution schemes.
This scheme has the same storage requirements as other predistribution schemes for large networks of thousands of nodes. Discussing some properties of this design, have proven a lower as well as an upper bound for the number of distinct keys in a particular node. Again a bound can be seen for the number of distinct keys between two separate nodes. Studying the resiliency of this design with respect to the model .Then comparing the experimental values of resiliency of the scheme with several deterministic schemes and shown that, it outperforms them. Then an algorithm for shared key discovery that works in time O(1) is provided.
Future Enhancement
The concept of key predistribution can be expanded in several directions. A simple method for clubbing 4 points for any node N is used. In future it can generalize this to clubbing arbitrary number of points. If Clubbing more points, then the size of the key ring will increase through the resilience to compromise will be stronger. It is important to find the optimal number of points being clubbed. Further research can be done to invent efficient clubbing technique. This scheme can be extended from Zq to GF(qm) where m is a positive integer.
